SAEN-AP
Long fri alet sevis blong mifala
cyber.gov.au

RIPOTEM

Saebakraem i ko long REPORTCYBER:

cyber.gov.au/report

KONTAKTEM
Kolem 1300 CYBERI or visitim

cyber.gov.au
Namba ia man i save kolem nomo taem i stap long
Ostrelia.
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5. WAJAOT LONG OL SKAM

Ol saebakriminel oli yusum imel, SMS,

ol fon kol mo sosol media blong trikim

yu blong openem wan atajmen, visitim
wan websaet, talemaot ol lokin ditel
blong akaon blong yu, talemaot sensitif
infomeisen o transferem mani o ol gif kad.
Ol mesej ia oli mekem se bae oli luk olsem
se ol man o ol okanaeseisen we yu ting se
yu save, o yu ting se yu shud trastem oli
sendem.

Blong luksave ol skam mesej, stop mo tingting:

@ Otoriti: Mesej ia i stap klem se wan ofisol
man i sendem?

@ Ejen: Oli talem se yu kat wan limited taem
blong ansa?
Filing: Mesej ia i mekem yu fraet, kat hop o
yu wantem faenem moa infomeisen?

o

@ Shot saplae: Mesej ia i stap kivim wan
samting we i kat shot saplae?

o

Ol karen iven: Mesejia i rilet long ol karen
nius stori, ol bigfala iven o spesifik taem
blong yia (olsem taks ripoting)?

Blong jekem sipos wan mesej hemiril:

@ Ko bak long wan samting we yu save
trastem. Visitim ofisol websaet, lok in long
akaon blong yu, o kolem fon namba blong
olketa we oli advetaesem. No yusum ol link
o ol kontak ditel insaed long mesej we oli
bin sendem o we oli bin kivim ova long fon.

@ Jekem blong luk sipos ofisol sos hem i talem
long yu finis wanem we bambae oli neva
askem yu. Eksampol, maet bank blong yu
i falem long yu finis se bae oli neva askem
paswod blong yu.

Blong kasem moa infomeisen abaot hao blong
luksave ol skam mesej, lukluk Detecting Socially
Engineered Messages pablikeisen blong
Australian Cyber Security Centre (ACSC), mo
saenap long Alet Sevis blong ACSC long
cyber.gov.au blong stap ap tu deit.

OL ISI STEP

BLONG SIKIUREM
OL DIVAES MO
OL AKAON BLONG YU

KATEM DAON RISK BLONG
OL SAEBAKRIMINEL OLI TAKETEM
YU SO FOLEM OL STEP IA

N AUSTRALIAN
SIGNALS
hgh - H DIRECTORATE

Australian Government c Australian
C S i
/ ‘\C o) C SeeSecunty

Australian Signals Directorate




1. APDEITEM OL DIVAES
BLONG YU

Ol saebakriminel oli stap yusum ol wiknes
we man i save long ol sistem o ol ap blong
hakem ol divaes. Ol apdeit oli kat ol sikiuri-
ti apgred blong fiksim ol wiknes ia. Tanem
on ol otomatik apdeit blong mekem se yu
no nid blong mekem eni samting be ol ap-
deit oli kohed nomo.

Tanem on ol otomatik apdeit long evri
divaes blong yu:

& Mobael fon
@ Laptop
@ Desktop

Jekem oltaem ol apdeit blong:

@ Ol ap blong yu
@ Ol prokram blong yu
@ Ol smat divaes blong yu

( OTOMATIK APDEIT O)

2. TANEM ON MALTI-FAKTA
OTENTIKEISEN (MFO)

MFO hem i impruvum sikiuriti blong yu taem
i inkrisim difikalti blong ol saebakriminel oli
aksesem ol fael o akaon blong yu.

Akftiveitem MFO, stat wetem ol mos impoten
akaon blong yu:
@ Olimel akaon

®@ Onlaen banking mo ol akaon we oli kat ol
peimen ditel we oli sto i stap

@ sSosol media

3. BAKEMAP OL DIVAES
BLONG YU

Wan bakap hem i wan dijitel kopi blong
infomeisen we i sto i stap long divaes blong
yu, olsem ol foto, ol dokumen, ol video, mo
data long ol aplikeisen. Dijitel kopi ia man
i save sevem i ko long wan ekstenel divaes
o long klaod. Taem man i mekem bakap
hem i minim se yu save ristorem ol fael
blong yu from lukaot bae kam wan taem
we yu lusum divaes blong yu, man i stilim o
i dame;j.

Bakemap ol divaes blong yu oltaem:

& Mobael fon

@ Laptop

@ Desktop

@ Toblet

4. SETEM OL SIKIUA
PASFRES

Long olkeis we MFO hem i no avelebol,
samtaem wan sikiua pasfres hem i samting
nomo we i protektem infomeisen mo ol
akaon blong yu long ol kriminel.

Wan pasfres i yusum fo o moa random toktok
olsem paswod blong yu. Jenjem ol paswod
blong yu i ko long ol pasfres, mekem sua se oli:

@ Long: Taem ol pasfres blong yu oli long, hem
i moa gud. Mekem longfala blong hem hem
i 14 karakta o moa

@ Man i no save wokemaot: Yusum wan
random miks blong ol wod we oli no rilet

@ Yunik: No yusum ol semak pasfres long fulap

akaon
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