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CISA

A1 SBOM Ine CISA .
Whttangyseansannisrinusumnusiuastasassnilsiwasssiing

a1 ﬂ@aﬁa (Cross-Sector Cybersecurity Performance Goals) Y@y CISA
wuNRgINUMSIIUswuYednaATulad
msevnunslaufisiovansiuisswnaiesy (Defending Against Software

Supply Chain Attacks) U@\ CISA LLag NIST
slunuvesnalulagnlivasasivuazdeiiisiaiuisariiles | ine CISA

(The Cost of Unsafe Technology and What We Can Do About It | CISA)
ngamsnaninsiulumuanuiuavlasaignielsLues (Stop Passingthe

Buck on Cybersecurity) t61lan58nTasiavds1ANulasassluudnsurimaiulad

(Why Companies Must Build Safety Into Tech Products (foreignaffairs.com))
AuginfigInuN1sInlssinnvevdadlrilawiznaucidiuladiuids (SSVC)

(Stakeholder-Specific Vulnerability Categorization (SSVC) Guidance) ¥\ CISA
weiudpla MFA iflauiun5#s% (Phishing Resistant MFA Fact Sheets) 204 CISA
Auugihmulsiwasdmsussiavurnian | Ins CISA (Cyber Guidance for Small
Businesses | CISA)

NSA

Laﬂmaﬁmjammﬁ'umﬂaamﬁyma%ma%'l?sa\immﬂaamﬁ%awﬂmmmaﬁ
(Cybersecurity Information Sheet on Memory Safety) 2@ NSA

AmNuTuAUasasiga1u ESFdususnnaigisuyavsansis (ESF Securing

the Software Supply Chain) 9@ NSA LU ANANdaGHSUENWAIE DS

(Best Practices for Suppliers)

FBI

M5 LAERDUEUDIADNISIANHBEWNA18LBU SolarWinds

(Understanding and Responding to the SolarWinds Supply Chain Attack) yumaﬂmn%’ﬁjmana’m
(The Federal Perspective)

N15ANAIUNILBLIBS - NMSADVHAUDILASNISSIVII

(The Cyber Threat - Response and Reporting)

Nayns L6LUas (Cyber Strategy) 2o FBI

aavuuiesgiunazinatuladuvesié
(National Institute of Standards and Technology - NIST)

aa o

WRNNNSINVTDUATUTURINUAIYS2DD AD11a (Digital Identity Guidelines) Y@ NIST

nsavIUANUIanaseNIeluLUDS (Cyber Security Framework) oy NIST
NSOVNUNIUIBDW B LSNUao A (Secure Software Development Framework - SSDF)
Y NIST

AudgsniANutuAlaasunulBIUasuHI0aAIASIAY
(Australian Cyber Security Centre - ACSC)

ALzt g T UnanU A1 loT dnsueiuan

loT Code of Practice Guidance for Manufacturers) 2@ ACSC

@us‘f%’nmmmﬁ'umﬂaamﬁ'ama"l;’u LIRS LHIBIAAHS1BDIUIING
(The United Kingdom’s National Cyber Security Centre - NCSC-UK)

nsauiIuMsYsziiunialsiias (Cyber Assessment Framework) 294 &# 513014190
ALuziNsNaIuLazn15U5sUlguIuiUasnse

(Secure Development and Deployment guidance) ¥®xd NCSC-UK

ALzl tuN159mN1580a 141 (Vulnerability Management guidance) 294 NCSC-UK
BaLasavianisiategediid (Vulnerability Disclosure Toolkit) ¥ d NCSC-UK

#ann15 CHERI TagusinIngnasualu3 a3 (University of Cambridge)
anouLAzYaVAUEINSUNNEN (So long and thanks for all the bits) - NCSC.GOV.UK

AudgsniAmutuAtlasassnelslUasuHILALIAN
(Canadian Centre for Cyber Security - CCCS)

AugifigInunisiediunislaufisiesnnaissuveusansiag

Guidance on Protecting Against Software Supply Chain Attacks) ¥®x CCCS
Fuwangsun1lsLuas: In1n1sUseLiua1ULE e (Cyber supply chain:
An approach to assessing risks) :

. SRl e o o : o o
A1uuz1nNgIND IS UBHLIS CONTI (CONTI ransomware guidance) ¥odAUGSNBIANUTUAY
JasangnialsiuasiHauaulnn
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https://www.cisa.gov/sbom
https://www.cisa.gov/cpg
https://www.cisa.gov/cpg
https://www.cisa.gov/safecom/technology
https://www.cisa.gov/safecom/technology
https://www.cisa.gov/sites/default/files/publications/defending_against_software_supply_chain_attacks_508_1.pdf
https://www.cisa.gov/sites/default/files/publications/defending_against_software_supply_chain_attacks_508_1.pdf
https://www.cisa.gov/news-events/news/cost-unsafe-technology-and-what-we-can-do-about-it
https://www.cisa.gov/news-events/news/cost-unsafe-technology-and-what-we-can-do-about-it
https://www.foreignaffairs.com/united-states/stop-passing-buck-cybersecurity
https://www.foreignaffairs.com/united-states/stop-passing-buck-cybersecurity
https://www.foreignaffairs.com/united-states/stop-passing-buck-cybersecurity
https://www.cisa.gov/news-events/alerts/2022/11/10/cisa-releases-ssvc-methodology-prioritize-vulnerabilities
https://www.cisa.gov/news-events/alerts/2022/11/10/cisa-releases-ssvc-methodology-prioritize-vulnerabilities
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/small-business
https://www.cisa.gov/small-business
https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOFTWARE_MEMORY_SAFETY.PDF
https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOFTWARE_MEMORY_SAFETY.PDF
https://media.defense.gov/2022/Oct/31/2003105368/-1/-1/0/SECURING_THE_SOFTWARE_SUPPLY_CHAIN_SUPPLIERS.PDF
https://media.defense.gov/2022/Oct/31/2003105368/-1/-1/0/SECURING_THE_SOFTWARE_SUPPLY_CHAIN_SUPPLIERS.PDF
https://media.defense.gov/2022/Oct/31/2003105368/-1/-1/0/SECURING_THE_SOFTWARE_SUPPLY_CHAIN_SUPPLIERS.PDF
https://www.fbi.gov/news/testimony/understanding-and-responding-to-the-solar-winds-supply-chain-attack-the-federal-perspective
https://www.fbi.gov/news/testimony/understanding-and-responding-to-the-solar-winds-supply-chain-attack-the-federal-perspective
https://www.fbi.gov/news/testimony/understanding-and-responding-to-the-solar-winds-supply-chain-attack-the-federal-perspective
https://www.fbi.gov/investigate/cyber#Respond-and%20Report
https://www.fbi.gov/investigate/cyber#Respond-and%20Report
https://www.fbi.gov/news/stories/wray-announces-fbi-cyber-strategy-at-cisa-summit-091620
https://csrc.nist.gov/publications/detail/sp/800-63/4/draft
https://www.nist.gov/cyberframework
https://csrc.nist.gov/pubs/sp/800/218/final
https://csrc.nist.gov/pubs/sp/800/218/final
https://www.cyber.gov.au/acsc/view-all-content/publications/iot-code-practice-guidance-manufacturers
https://www.cyber.gov.au/acsc/view-all-content/publications/iot-code-practice-guidance-manufacturers
https://www.ncsc.gov.uk/collection/caf
https://www.ncsc.gov.uk/collection/developers-collection
https://www.ncsc.gov.uk/collection/developers-collection
https://www.ncsc.gov.uk/guidance/vulnerability-management
https://www.ncsc.gov.uk/information/vulnerability-disclosure-toolkit
https://www.cl.cam.ac.uk/research/security/ctsrd/cheri/
https://www.ncsc.gov.uk/blog-post/so-long-thanks-for-all-the-bits
https://cyber.gc.ca/en/guidance/protecting-your-organization-software-supply-chain-threats-itsm10071
https://cyber.gc.ca/en/guidance/protecting-your-organization-software-supply-chain-threats-itsm10071
https://www.cyber.gc.ca/en/guidance/cyber-supply-chain-approach-assessing-risk-itsap10070
https://www.cyber.gc.ca/en/guidance/cyber-supply-chain-approach-assessing-risk-itsap10070
https://www.cyber.gc.ca/en/guidance/ransomware
https://www.cyber.gc.ca/en/guidance/ransomware

CISA |

1ON&#150199
[1] https://csrc.nist.rip/publications/history/ande72.pdf

Ailnnuanuliuavdasasisvastoyaursaniusigioasuil
(Germany’s Federal Office for Information Security - BSI)

VUN&5Y BSI Grundschutz compendium (module CON.8)

UNSIIUSEHRINYS2INA IEC 62443 mouf 4-1 (The international standard IEC 62443,
part4-1) .
s1gudaunsaianutuadlasassaiulefvevdssinawasud I 2022
(State of IT-security in Germany report)

WU §98 BSI tun1ssnsnmnutasasiseywiinsunuiy

(BSI practices of web application security)

AudgsnsiAutuAtlasnnsnelsluasuHIsfiluLsasUaALR
(Netherlands’ National Cyber Security Centre - NCSC-NL)

weiudoyanisdudusinunwsouisaru (Mature Authentication Factsheet)
Y94 NCSC-NL

AUT NS IUAMUNS DU ANISAILAZINSANEAS DA UL LAY
) [ o A oy 9 .
YJaannynialsiuosirnesn 61Y@9sYu (Japan’s National Center of
Incident Readiness and Strategy for Cybersecurity - NISC)

nagnsiemuTuAIaanssNlBIs ISR TTY
(Japan’s National Cybersecurity Strategy)

NSLNIIN Lﬂ’iﬂgﬁfo N15A1 wasama1rNSsU (Ministry of Economy,
Trade and Industry - METI) ¥@4£U1)u
AfpAuugiins18M5TantaNEIIS (SBOM) d1HSUNISTANSERNEIS

(Guide of Introduction of Software Bill of Materials (SBOM) for Software Management)
N1553U52UA9819NS UN15IBUNBINVISNISIANISAIHS VNS LB 0SS ta
N155U59dANNIUADANY (Collection of Use Case Examples Regarding Management

Methods for Utilizing OSS and Ensuring Its Security)

ALENS5U1SNIsANUdBAYUasas andlsIuas e duaTUS
(Cyber Security Agency of Singapore)

fiuSnsiniumedafeatuniswmun APl fivasnse

(Technical Advisory on Secure AP| Development)
ulsvransilaiuesaulniNsusealng SingCERT Yoy CSA

(CSA SingCERT Vulnerability Disclosure Policy) :
319N15M520VNISNDVAUD GBI ANISINSU50 IR SingCERT Y0y CSA
(CSA SingCERT Incident Response Checklist)

AflemsnavdusdsiamnnIsnisusadlng SingCERT ya4 CSA

(CSA SingCERT Incident Response Playbooks)
N5aUMIUANUYADANYIAYNISDNLDDIYD CSA (CSA Security by Design Framework)
$18N15M52dUNSOVIUANNTIAAN8TAYNISEONULUDVDY CSA

(CSA Security by Design Framework Checklist)
HININMSEASNKUVTIa0dsTsANAIUNNIELUDSYD Y CSA

(CSA Guide to Cyber Threat Modelling)
{Asun1sfinaainanuduadlasnssnielsiuesyad CSA

(CSA Cybersecurity Labelling Scheme)

i
U9

szUUNSUEoualraIng1als (How Complex Systems Fail)
stansailHituanudumalvegseuunFuBou (The New Lookin complex system failure)

[2] https://www.cisa.gov/sbom wazlonasenedaiionsiweungs1un15TH ABONEILLIS (SBOMs)
T TR 03183-2 https://www.bsi.bund.de/dok/TR-03183

(3] vi¥ed 0B 071 Juran on Quality by Design weiaTme J.M. Juran, 1992.
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https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi_it_gs_comp_2022.pdf
https://webstore.iec.ch/publication/33615
https://webstore.iec.ch/publication/33615
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2022.html?nn=129410
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2022.html?nn=129410
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