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CISA’s SBOM Guidance

CISA’s Cross-Sector Cybersecurity Performance Goals

Guidelines on Technology Interoperability

CISA and NIST’s Defending Against Software Supply Chain Attacks

The Cost of Unsafe Technology and What We Can Do About It | CISA

Stop Passing the Buck on Cybersecurity: Why Companies Must Build Safety Into Tech
Products (foreignaffairs.com)

CISA’s Stakeholder-Specific Vulnerability Categorization (SSVC) Guidance

CISA’s Phishing Resistant MFA Fact Sheets
Cyber Guidance for Small Businesses | CISA

NSA CKEIERZ 21RER)

NSA’s Cybersecurity Information Sheet on Memory Safety

NSA's ESF Securing the Software Supply Chain: Best Practices for Suppliers

FBI CKEEFHEER)

Understanding and Responding to the SolarWinds Supply Chain Attack: The Federal

Perspective
The CyberThreat - Response and Reporting

FBI's Cyber Strategy

National Institute of Standards and Technology (NIST)

NIST’s Digital Identity Guidelines
NIST’s Cyber Security Framework

NIST’s Secure Software Development Framework (SSDF)

SHAN—tF*a)7rt>4%— (ACSC)
ACSC'’s loT Code of Practice Guidance for Manufacturers
HEEBREFRYAIN—tEX2UTrEE2—

The UK’s Cyber Assessment Framework

The UKNCSC'’s Secure Development and Deployment guidance
The UK NCSC’s Vulnerability Management guidance
The UK NCSC's Vulnerability Disclosure Toolkit

University of Cambridge’s CHERI
So long and thanks for all the bits - NCSC.GOV.UK

AP EHAN—tFa)T1E>%— (CCCS)

CCCS’s Guidance on Protecting Against Software Supply Chain Attacks

Cyber supply chain:An approach to assessing risks
Canadian Centre for Cyber Security’s CONTI ransomware guidance
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https://www.cisa.gov/sbom
https://www.cisa.gov/cpg
https://www.cisa.gov/safecom/technology
https://www.cisa.gov/sites/default/files/publications/defending_against_software_supply_chain_attacks_508_1.pdf
https://www.cisa.gov/news-events/news/cost-unsafe-technology-and-what-we-can-do-about-it
https://www.foreignaffairs.com/united-states/stop-passing-buck-cybersecurity
https://www.foreignaffairs.com/united-states/stop-passing-buck-cybersecurity
https://www.cisa.gov/news-events/alerts/2022/11/10/cisa-releases-ssvc-methodology-prioritize-vulnerabilities
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/small-business
https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOFTWARE_MEMORY_SAFETY.PDF
https://media.defense.gov/2022/Oct/31/2003105368/-1/-1/0/SECURING_THE_SOFTWARE_SUPPLY_CHAIN_SUPPLIERS.PDF
https://www.fbi.gov/news/testimony/understanding-and-responding-to-the-solar-winds-supply-chain-attack-the-federal-perspective
https://www.fbi.gov/news/testimony/understanding-and-responding-to-the-solar-winds-supply-chain-attack-the-federal-perspective
https://www.fbi.gov/investigate/cyber#Respond-and%20Report
https://www.fbi.gov/news/stories/wray-announces-fbi-cyber-strategy-at-cisa-summit-091620
https://csrc.nist.gov/publications/detail/sp/800-63/4/draft
https://www.nist.gov/cyberframework
https://csrc.nist.gov/publications/detail/sp/800-218/final
https://www.cyber.gov.au/acsc/view-all-content/publications/iot-code-practice-guidance-manufacturers
https://www.ncsc.gov.uk/collection/caf
https://www.ncsc.gov.uk/collection/developers-collection
https://www.ncsc.gov.uk/guidance/vulnerability-management
https://www.ncsc.gov.uk/information/vulnerability-disclosure-toolkit
https://www.cl.cam.ac.uk/research/security/ctsrd/cheri/
https://www.ncsc.gov.uk/blog-post/so-long-thanks-for-all-the-bits
https://cyber.gc.ca/en/guidance/protecting-your-organization-software-supply-chain-threats-itsm10071
https://www.cyber.gc.ca/en/guidance/cyber-supply-chain-approach-assessing-risk-itsap10070
https://www.cyber.gc.ca/en/guidance/ransomware
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R VEFREF 27 (BSI)
» The BSI Grundschutz compendium (module CON.8)

» Theinternational standard IEC 62443, part 4-1
»  State of IT-security in Germany report, 2022

» BSl practices of web application security

FTSAERYIN—tEXa T2 —

» NCSC-NL's Mature Authentication Factsheet

BABERET A N—tFaUT7rt>%2— (NISC)
» Japan’s National Cybersecurity Strategy

BARERZFEZERE (METI)
»  Guide of Introduction of Software Bill of Materials (SBOM) for Software Management
»  Collection of Use Case Examples Regarding Management Methods for Utilizing 0SS
and Ensuring Its Security

OVHAR=IL-BAN—tEF2UT1F
» Technical Advisory on Secure API Development
» CSA SingCERT Vulnerability Disclosure Policy

» CSA SingCERT Incident Response Checklist
»  CSA SingCERT Incident Response Playbooks
» CSA Security by Design Framework

» CSA Security by Design Framework Checklist

» CSA Guide to Cyber Threat Modelling
» CSA Cybersecurity Labelling Scheme

DAt

» How Complex Systems Fail
» The New Look in complex system failure

SEHR

[1] https://csre.nist.rip/publications/history/ande72.pdf

[2] https://www.cisa.gov/sbom and SBOMs references in TR 03183-2 https://www.bsi.bund.de/dok/TR-03183
[3]Juran on Quality by Design by J.M. Juran, 1992.
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https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi_it_gs_comp_2022.pdf
https://webstore.iec.ch/publication/33615
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2022.html?nn=129410
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Studien/WebSec/WebSec.pdf
https://english.ncsc.nl/publications/factsheets/2022/juni/9/factsheet-mature-authentication---use-of-secure-authentication-tools
https://www.nisc.go.jp/eng/pdf/cs-strategy-en-pamphlet.pdf
https://www.meti.go.jp/english/press/2023/0728_001.html
https://www.meti.go.jp/english/press/2021/0421_003.html
https://www.meti.go.jp/english/press/2021/0421_003.html
https://www.csa.gov.sg/alerts-advisories/Advisories/2023/ad-2023-004
https://www.csa.gov.sg/docs/default-source/publications/singcert/pdfs/vulnerability-disclosure-policy.pdf?sfvrsn=22da9b14_1
https://www.csa.gov.sg/Tips-Resource/Resources/singcert/incident-response-checklist
https://www.csa.gov.sg/Tips-Resources/Resources/singcert/incident-response-playbooks
https://www.csa.gov.sg/docs/default-source/csa/documents/legislation_supplementary_references/security_by_design_framework.pdf?sfvrsn=560b9ff3_0https://www.csa.gov.sg/docs/default-source/csa/documents/legislation_supplementary_references/security_by_design_framework.pdf?sfvrsn=560b9ff3_0
https://www.csa.gov.sg/docs/default-source/csa/documents/legislation_supplementary_references/security_by_design_framework_checklist.xlsx?sfvrsn=85eb5c7_0
https://www.csa.gov.sg/docs/default-source/csa/documents/legislation_supplementary_references/guide-to-cyber-threat-modelling.pdf?sfvrsn=a367caff_0
https://www.csa.gov.sg/our-programmes/certification-and-labelling-schemes/cybersecurity-labelling-scheme
https://how.complexsystems.fail/
https://www.adaptivecapacitylabs.com/BriefLookAtTheNewLook.pdf
https://csrc.nist.rip/publications/history/ande72.pdf
https://www.cisa.gov/sbom and SBOMs
https://www.bsi.bund.de/dok/TR-03183
https://www.bsi.bund.de/dok/TR-03183

